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DETAILED ACTION 

Claims 1-17 are pending. 

Priority 

Receipt is acl<nowledged of papers submitted under 35 U.S.C. 119(a)-(d), whicli 
papers have been placed of record in the file. 



Information Disclosure Statement 

The documents listed in the IDS's submitted on 8/20/04 and 12/22/06 were 
considered. 

Drawings 

Figure 1 should be designated by a legend such as -Prior Art- because only 
that which is old is illustrated. See MPEP § 608.02(g). Corrected drawings in 
compliance with 37 CFR 1 .121(d) are required in reply to the Office action to avoid 
abandonment of the application. The replacement sheet(s) should be labeled 
"Replacement Sheet" in the page header (as per 37 CFR 1 .84(c)) so as not to obstruct 
any portion of the drawing figures. If the changes are not accepted by the examiner, the 
applicant will be notified and informed of any required corrective action in the next Office 
action. The objection to the drawings will not be held in abeyance. Paragraph 5 of the 
specification admits that everything shown in Figure 1 is prior art. 

The drawings are objected to because Figure 3, step 106 and Figure 5, step 130 
contain misspellings. Corrected drawing sheets in compliance with 37 CFR 1.121(d) 
are required in reply to the Office action to avoid abandonment of the application. Any 
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amended replacement drawing slieet sliould include all of the figures appearing on the 
immediate prior version of the sheet, even if only one figure is being amended. The 
figure or figure number of an amended drawing should not be labeled as "amended." If 
a drawing figure is to be canceled, the appropriate figure must be removed from the 
replacement sheet, and where necessary, the remaining figures must be renumbered 
and appropriate changes made to the brief description of the several views of the 
drawings for consistency. Additional replacement sheets may be necessary to show the 
renumbering of the remaining figures. Each drawing sheet submitted after the filing date 
of an application must be labeled in the top margin as either "Replacement Sheet" or 
"New Sheet" pursuant to 37 CFR 1 .121 (d). If the changes are not accepted by the 
examiner, the applicant will be notified and informed of any required corrective action in 
the next Office action. The objection to the drawings will not be held in abeyance. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 

forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the phor art are such that the subject matter as a whole would have been obvious at the time the 
Invention was made to a person having ordinary skill In the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

The examiner submits that a person of ordinary skill in the art at the time 
applicant's invention was made is someone having at least a BS in Electrical/Computer 
Engineering (or someone with equivalent industry experience). 



Application/Control Number: 10/711,066 
Art Unit: 2135 



Page 4 



Claims 1-2, 5-7, 12, and 14-17 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over applicant's admitted prior art (herein referred to as AAPA) in view of 
Ishikawa (EP 0440243A2). 
Claim 1: 

AAPA discloses that the following was well known in the prior art: 

1 . Decrypting encrypted instruction to generate a decrypted instruction (paragraphs 
4-5). 

2. Utilizing the microprocessor to operate according to the decrypted instruction 
(paragraphs 4-5). 

AAPA does not disclose the following limitations were known in the prior art: 

1 . Utilizing an instruction access controller (lAC) to access the encrypted 
instruction. 

2. Utilizing a microprocessor to drive the instruction access controller to access the 
encrypted instruction. 

However, Ishikawa discloses utilizing an lAC to access stored data (col 1, lines 
15-18 and 25-29; col 5, lines 8-14; and col 7, lines 33-47). Ishikawa discloses utilizing a 
microprocessor to drive the instruction access controller to access the stored data (col 

1 , lines 25-29 and col 5, lines 23-29 and 50-55). Recall that the encrypted instruction 
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disclosed by AAPA is notliing more tlian data stored in an external memory (Fig 1 and 
paragraphs 4-5). 

At the time applicant's invention was made, it would have been obvious to one of 
ordinary skill in the art to modify the chip 12 disclosed by AAPA such that rather than 
use a DMA controller 20 and memory controller 22 to access encrypted instructions 
stored in external memory 14, an lAC (i.e. memory controller) that is driven by a 
processor as disclosed by Ishikawa was utilized instead. It would have been obvious to 
one skilled in the art to do so because modifying AAPA's chip in the manner discussed 
is nothing more than the simple substitution of one known element for another to obtain 
predictable results. In this case the predictable result is accessing stored encrypted 
instruction by use of a memory controller/IAC that is driven by a processor instead of 
one driven by a DMA controller. 
Claim 2: 

The limitation further recited in claim 2 is obvious to the combination invention of 
AAPA and Ishikawa. Ishikawa discloses providing a register module (col 1, lines 41-44 
and col 7, lines 33-36 and 44-47: i.e. the controller's cache); and driving the register 
module to store the data accessed by the instruction access controller according to an 
address provided by the instruction access controller (col 7, lines 20-24, 33-36, and 44- 
47). The instruction being encrypted instruction is obvious to the combination invention 
because AAPA discloses the data being encrypted instruction (paragraphs 4-5). 
Claim 5: 
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AAPA and Ishikawa teachings mal^e obvious to limitations further recited in claim 

5. Note that the DMA controller and memory controller disclosed by AAPA is located in 
a chip along with the microprocessor (Fig 1). The proposed modification of AAPA's chip 
in light of Ishikawa's teachings as discussed in claim 1 involves merely replacing the 
DMA controller and memory controller taught by AAPA with an lAC as taught by 
Ishikawa. Since the DMA controller and memory controller performs a similar function 
as the lAC taught by Ishikawa, then it would have been obvious to one skilled in the art 
when replacing the DMA controller and memory controller of AAPA to still keep the 
component which controls memory access within the chip along with the 
microprocessor. As such, based on AAPA and Ishikawa's teachings it would have been 
obvious to one skilled in the art to locate the instruction access controller and the 
microprocessor in a chip. 

Further, AAPA discloses wherein the encrypted instruction is stored in a storage 
apparatus connected to the chip (Fig 1, external memory 14 and paragraphs 4-5). 
Claim 6: 

AAPA and Ishikawa teachings make obvious to limitations further recited in claim 

6. AAPA discloses wherein the encrypted instruction is stored in a storage apparatus 
(Fig 1 , external memory 14 and paragraphs 4-5). As per the limitation of locating the 
storage apparatus, the instruction access controller, and the microprocessor in a chip, 
note that it is obvious to locate the instruction access controller and microprocessor in a 
chip for the same reasons discussed in claim 5. As per locating the storage apparatus 
which contains the encrypted instructions in the chip also, note that in Ishikawa's 
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invention, wlien data is read from an external storage, tine data is also cached in an 
internal cache in the chip (col 5, lines 7-14; col 6, lines 26-35; and col 7, lines 33-47). 
As such, in light of Ishikawa's teachings, it would have been obvious to one skilled in 
the art to also locate the storage apparatus containing the encrypted instruction in the 
chip along with the instruction access controller and the microprocessor. One skilled 
would have done so because caching encrypted instruction in cache memory on a chip 
would allow for quicker read of the encrypted instruction by the processor. 
Claim 7: 

AAPA discloses: 

1 . A storage apparatus for storing an encrypted instruction (Fig 1 , external memory 
14 and paragraphs 4-5). 

2. An instruction access controller (lAC) electronically connected to the storage 
apparatus for accessing the encrypted instructions from the storage apparatus 
(Fig 1 , memory controller 22 and paragraphs 4-5). 

3. A decryption module electronically connected to the storage apparatus for 
decrypting the encrypted instruction to generate a decrypted instruction (Fig 1 , 
decryption module 24 and paragraphs 4-5). 

4. A microprocessor electronically connected to the instruction access controller 
and the decryption module, the microprocessor receiving the decrypted 
instruction from the decryption module to operate (Fig 1, microprocessor 28 and 
paragraphs 4-5). 
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AAPA does not disclose tine microprocessor is for driving the instruction access 
controller to control the storage apparatus to transmit the encrypted instructions to the 
decryption module. Note that in AAPA's prior art invention, the DMA controller 20 
instead does this driving. However, Ishikawa discloses utilizing an lAC to access stored 
data (col 1, lines 15-18 and 25-29; col 5, lines 8-14; and col 7, lines 33-47). Ishikawa 
discloses utilizing a microprocessor to drive the instruction access controller to control a 
storage apparatus to transmit data for access (col 1 , lines 25-29 and col 5, lines 23-29 
and 50-55). Recall that the encrypted instruction disclosed by AAPA is nothing more 
than data stored in an external memory (Fig 1 and paragraphs 4-5). 

In light of Ishikawa's teachings it would have been obvious to one skilled in the 
art to modify the prior art invention disclosed by AAPA such that rather than have the 
DMA controller drive the lAC to control the storage apparatus to transmit the encrypted 
instruction to the decryption module, the processor is instead utilized for said purpose. 
It would have been obvious to one skilled in the art to do so because modifying AAPA's 
chip in the manner discussed is nothing more than the simple substitution of one known 
element for another to obtain predictable results. In this case the predictable result is 
accessing stored encrypted instruction by use of a memory controller/IAC that is driven 
by a processor instead of one driven by a DMA controller. 
Claim 12: 

Ishikawa further discloses wherein the instruction access controller, the 
decryption module, and the microprocessor are located in a chip, and the storage 
apparatus is connected to the chip (Fig 1). 
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Claims 14 and 17: 

AAPA further discloses wlierein tine cliip is a controlling chip of a disc player, and 
the decrypted instruction is a firmware of the disc player (paragraphs 4-5). 
Claim 15: 

Much of the limitations further recited in claim 15 are similar to what is recited in 
claim 6 and those limitations are rejected for similar reasons as discussed in claim 6. 
The difference is that claim 15 additionally recite that the decryption module is also 
located in the chip. However, note that AAPA also discloses that the decryption module 
is located in the chip (Fig 1 ). 
Claim 16: 

AAPA further discloses wherein the storage apparatus is a volatile memory 
(paragraph 6, i.e. SRAM). 

Claims 3 and 10 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
applicant's admitted prior art (herein referred to as AAPA) in view of Ishikawa (EP 
0440243A2) in further view of Kawaguchi (US 7,228,436). 
Claim 3: 

AAPA and Ishikawa do not explicitly disclose providing a key storage unit for 
storing a key; wherein the step of decrypting the encrypted instruction further comprises 

reading the key to decrypt the encrypted instruction. 
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However, AAPA's chip decrypts tine encrypted instruction (paragraplis 4-5). 
Further, Kawaguchi discloses an integrated circuit wherein encrypted instructions are 
read in and decrypted (col 7, lines 32-48). Kawaguchi discloses providing a key storage 
unit for storing a key (Fig 1 , register 107); wherein the step of decrypting the encrypted 
instruction further comprises reading the key to decrypt the encrypted instruction (col 8, 
lines 3-6). 

At the time applicant's invention was made, it would have been obvious to further 
modify AAPA and Ishlkawa's combination invention such that the chip Is provided with a 
key storage unit for storing a key; wherein the step of decrypting the encrypted 
Instruction further comprises reading the key to decrypt the encrypted Instruction. It 
would have been obvious to one skilled in the art to modify AAPA and ishlkawa's 
combination invention in the manner discussed because while AAPA discusses 
decrypting the encrypted instruction, AAPA is silent with respect to exactly how the 
decryption Is done. Incorporating Kawaguchi's teachings so that the decryption Is done 
using a stored decryption key in the manner discussed is nothing more than applying a 
known technique to a known device ready for improvement to yield predictable results. 
Claim 10: 

Claim 10 further recites limitations substantially similar to what is recited in claim 
3 and Is rejected for similar reasons. Claim 10 refers to an apparatus used to 
implement the method of claim 3. 
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Claims 4 and 11 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
applicant's admitted prior art (herein referred to as AAPA) in view of Ishikawa (EP 
0440243A2) in further view of Lee (US 2004/0177262) and Kawaguchi (US 7,228,436). 
Claim 4: 

AAPA and Ishikawa do not explicitly disclose providing a key storage unit for 
storing a key; wherein the step of accessing the encrypted instruction further comprises 
reading the key to decrypt the access address of the encrypted instruction. 

However, Lee discloses of a data protection method wherein the address of data 
is stored in encrypted form and to access the data, the address of the data has to be 
decrypted (paragraphs 30 and 42). Further, Kawaguchi discloses encryption/decryption 
via use of a stored key, whereby a key storage unit is provided for storing a key and the 
encrypted data is accessed by reading the key to decrypt the encrypted data (col 7, 
lines 32-48 and Fig 1, register 107). 

At the time applicant's invention was made, it would have been obvious in light of 
Lee and Kawaguchi's teachings to modify AAPA and Ishikawa's combination invention 
such that the stored instruction disclosed by AAPA was further protected by encrypting 
the address of where the encrypted instructions were located and to access the 
encrypted instructions, a key stored in a key storage unit has to be read to decrypt the 
access address of the encrypted instruction. It would have been obvious to one skilled 
in the art to modify AAPA and Ishikawa's combination invention in the manner 
discussed because incorporating Lee and Kawaguchi's teachings as discussed is use of 
known techniques to improve similar devices in the same way. 



Application/Control Number: 1 0/71 1 ,066 Page 1 2 

Art Unit: 2135 

Claim 11: 

Claim 1 1 further recites limitations substantially similar to what is recited in claim 
4 and is rejected for similar reasons. Claim 1 1 refers to an apparatus used to 
implement the method of claim 4. 

Claims 8-9 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
applicant's admitted prior art (herein referred to as AAPA) in view of Ishikawa (EP 
0440243A2) in further view of Hu (US 6,170,043). 
Claim 8: 

AAPA and Ishikawa discloses a register module (i.e. cache) electronically 
connected to the instruction access controller (Ishikawa: col 1, lines 41-44 and col 7, 
lines 33-36 and 44-47), the storage apparatus and the decryption module for storing the 
encrypted instruction (AAPA: paragraphs 4-5) and transmitting the encrypted Instruction 
to the decryption module (AAPA: paragraphs 4-5). 

AAPA and Ishikawa do not explicitly disclose the storing is according to an 
address provided by the instruction access controller. However, note that the encrypted 
instructions disclosed by AAPA are encrypted firmware (paragraphs 2-4). Hu further 
discloses updating firmware (col 4, lines 20-29). When firmware is updated, the new 
firmware instructions are stored in a storage apparatus according to an address 
provided by an instruction access controller that is driven by a processor (col 3, lines 
29-36; col 5, lines 14-18; and col 6, lines 17-28). 
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At the time applicant's invention was made, it would have been obvious to modify 
AAPA and Ishikawa's combination invention according to the limitations recited in claim 
8 in light of Hu's teachings by allowing firmware to be updated and stored according to 
an address provided by the instruction access controller. It would have been obvious to 
one skilled in the art to do so because incorporating Hu's teachings in the manner 
discussed is applying a known technique to a known device ready for improvement to 
yield predictable results. 
Claim 9: 

Ishikawa further discloses wherein the register module functions as a cache 
memory (col 1, lines 41-44 and col 7, lines 33-36 and 44-47). 

Claim 13 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
applicant's admitted phor art (herein referred to as AAPA) in view of Ishikawa (EP 
0440243A2) in further view of Takahashi et al (US 5,825,878). 
Claim 13: 

AAPA and Ishikawa does not explicitly disclose where the storage apparatus is a 
non-volatile memory. Note that AAPA discloses the storage apparatus is SRAM 
(paragraph 6). However, Takahashi discloses that non-volatile memory could be used 
in place of SRAM for storage of data (col 2, lines 54-56). At the time applicant's 
invention was made, it would have been obvious to one skilled in the art to utilize a non- 
volatile memory as the storage apparatus in AAPA and Ishikawa's combination 
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invention. It would have been obvious to do so because use of non-volatile memory in 
place of SRAM is simple substitution of one known element for another to obtain 
predictable results. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to PONNOREAY RICH whose telephone number is 
(571)272-7962. The examiner can normally be reached on 9:00am-4:30pm Mon-Thurs. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (BBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Ponnoreay Pich/ 
Examiner, Art Unit 2135 



